DHHS Directive Number 11-12

Title: Delegation of Authority to the Director, Division of
Information Resource Management

Effective Date: November 3, 2008

Revision History:  January 1, 2002

Authority: G.S. 143B-10

Session Law 2003-284, Section 10.8A
Session Law 2004-124, Section 10.2C

Purpose

The purpose of this directive is to delegate, clarify and specifically confirm certain authorities of
the secretary of the North Carolina Department of Health and Human Services (NC DHHS) to
the director of the Division of Information Resource Management (DIRM). The director of
DIRM shall serve as the Chief Information Officer for DHHS. This position shall report to the
secretary through the Deputy Secretary for the department.

The DIRM supports the business functions of the DHHS by providing the department and its
divisions and offices with both information resource management (IRM) policy and planning
services, and information technology (IT) services. Both information resource management and
information technology services shall be in partnership with the DHHS divisions/offices.

DIRM shall continuously strive to enhance the department’s maximization of enterprise IT
solutions and efficiencies. These enterprise solutions further develop and implement IT
consolidation by coordinating efforts, avoiding duplications and producing accountability for
the IT resources.

IRM policy and planning services shall include, but not be limited to, assistance in: (1) policy
research, analysis, and development; (2) policy compliance monitoring; (3) short term and long
term planning; (4) quality assurance; (5) system-wide security and privacy protection against
both deliberate and accidental intrusions and disasters; (6) IT business continuity and disaster
recovery planning and implementation; (7) IT project management; (8) compliance with S.L.
2004-129 (Senate Bill 991) requirements; (9) IT procurement and (10) HIPAA coordination..

IT services shall include, but not be limited to, assistance in: (1) computer application systems
software planning, development, transfer, maintenance and modification; (2)



DHHS Directive 11-12
Page 2 of 6

telecommunications and network design and management support; (3) computer hardware
planning and installation support; (4) technical assistance and consultation in all areas related to
the acquisition and installation of computer hardware and software and (5) IT security.

The DIRM shall work with departmental and divisional management to help ensure the
availability and integrity of high quality automated information systems for the department and
its constituent divisions and offices. The DIRM shall provide continuous review of all IT
projects proposed and/or initiated throughout the department and departmental divisions, shall
maintain a complete inventory of all such technology projects including ongoing project status,
and shall assist in the coordination of those projects having planned or potential department-
wide or multi-divisional applications. As the DHHS Chief Information Officer (CIO), the
director of DIRM shall have the authority and responsibility for approving all projects that meet
S.L. 2004-129 (Senate Bill 991) requirements. The DIRM shall serve as the primary liaison to
the State CIO’s Office, more specifically the State’s Enterprise Project Management Office
(EPMO) in relation to projects subject to S.L. 2004-129 (Senate Bill 991).

The DIRM shall oversee and coordinate the establishment and on going operations of a privacy
and security program for the department’s information resources, including policies, procedures,
standards to protect the availability and integrity of hardware, software, telecommunication
network, applications and IT business continuity .

The purpose of this directive is to enable the DIRM to fulfill its function to consult, coordinate
and advise the department and its divisions through the delegation of certain authority by the
Secretary of the DHHS to the director of the DIRM.

Delegation of Authority

Nothing in this delegation of authority is intended to supercede the delegated authority of the
deputy secretary, assistant secretaries or senior advisor to review and approve any automation
plan, including related budgeted cost, submitted by DIRM to either the department, its divisions,
or on behalf of local agencies. As provided in G.S. 143B-10(a), the secretary of the DHHS
delegates the following functions and responsibilities concerning management and
administration to the director of the DIRM, subject to state and departmental policy:

1. The functions of management, related to the DIRM, as defined in G.S. 143B-10, which
include: planning, organizing, staffing, directing, coordinating, evaluating, reporting and
budgeting.

2. Shall research and provide the ongoing review, of all existing federal, state, and
departmental IRM and IT policies, procedures and standards. Such research and review
shall be conducted for the purpose of making recommendations to the secretary, the
deputy secretary, the assistant secretaries or the senior advisor, for the revision of
existing departmental information technology policies, and/or the development and
adoption of new policies, in areas related to the role of automation, the scope of
automation, the objectives of automation, and/or the acquisition, allocation,
management, and security of automation resources. The director of DIRM shall review
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any policy modifications proposed by departmental division management and make
recommendations to the secretary, the deputy secretary, the assistant secretaries or the
senior advisor, with respect to such proposals.

3. Shall verify compliance with all federal, state, and departmental IRM policies. The
director of DIRM shall monitor the implementation of all federal, state and departmental
IRM policies by the department and its divisions and offices. Appropriate departmental
or divisional management shall be notified of any failure to comply with established
policies, and the director shall work with management to implement corrective action.
Should such corrective action not be established, the director shall notify the secretary,
the deputy secretary, the appropriate assistant secretary or the senior advisor.

4, In coordination with the secretary, the deputy secretary, the appropriate assistant
secretary or the senior advisor the director of DIRM shall serve as the department’s
principle advocate and liaison on matters of IRM policy with federal, state and local
agencies. The director shall serve as a principle advisor to the department’s executive
management team on all IRM issues, and provide appropriate consultation and guidance
to all divisions and offices within the department to ensure compliance with established
policies.

5. The director of DIRM shall assist in and coordinate the development of short and long
range strategic IRM and IT plans for the department and departmental divisions. These
plans shall meet the requirements established by applicable legislation, the Office of the
State C10O and the Office of Information Technology Services (ITS). In coordination
and consultation with the secretary, the deputy secretary, the appropriate assistant
secretary or the senior advisor the director may establish additional requirements for
such IRM and IT plans, and shall monitor the implementation of such plans. The
requirements for IRM plans shall address the management of the department’s and
departmental divisions’ data as an organizational resource and provide for (1)
compatible databases; (2) consistent field definitions to the maximum extent possible;
(3) coordinated usage of common data throughout the department; (4) adherence to
statewide and DHHS architecture standards; (5) adoption of statewide and DHHS
security requirements and (5) maintenance and on-going IT operations. The
requirements shall include the determination of both anticipated development and
maintenance costs related to proposed projects, and anticipated funding sources.

6. Shall review, approve, or deny all federal Planning Advance Planning Documents
(PAPD’s), Implementation Advance Planning Documents (including APD updates), all
requests for proposals (RFP’s) and other IT procurement documents for systems
originated by the department or any departmental divisions or offices. The DIRM
review shall be performed in coordination and consultation with the department’s Office
of the Controller, the Office of Procurement and Contracting Services and the Division
of Budget and Analysis. After proper review and consultation, the director shall make
recommendations to the secretary, the deputy secretary, the appropriate assistant
secretary or the senior advisor regarding approval. DIRM shall then monitor the
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10.

11.

implementation of all such approved documents to verify compliance with all document
provisions and established requirements.

Shall provide technical consultation and guidance to all departmental divisions and
offices on IRM planning and IRM policy development. DIRM shall provide assistance
and coordination in the development of concepts, goals and objectives of all computer
systems, on automation resource acquisition and management, on grant proposals for
automation services, and on training for automation planning and management issues.

Shall research existing federal, state and departmental IRM policies and propose
modifications or additions to those policies in order to establish necessary requirements
for, coordinate the development of, and monitor the implementation of the department’s
data and information resource security and disaster recovery programs by the department
and its divisions and offices.

Shall review, approve or deny all requests for automation projects that involve the
acquisition of custom developed software, and the customization of off-the-shelf
software that include federal financial participation made by local governmental
agencies such as county DSS offices, public health departments or local management
entities. This review shall ensure that, per federal requirements, all human service
automation projects are statewide in scope and operation. DIRM shall work with the
respective DHHS divisions or offices and representatives of the affected local agencies
to establish the process for the review and approval of requests.

Shall review and approve the acquisition of all information technology resources (e.g.,
computer hardware, software, consulting services, etc.) proposed by all departmental
divisions and offices, regardless of funding source. The review shall include, but not be
limited to, a determination of whether or not the IRM resources proposed to be acquired
meet the requirements that have been specified by the purchasing division or agency.
The director’s approval or disapproval shall be consistent with applicable federal, state,
or departmental policies, standards, and guidelines. The director shall promptly
communicate any concerns, problems, or difficulties DIRM may determine in its review
to the appropriate departmental division director in an effort to seek possible solution.
Should a solution not be established, the director shall notify the secretary, the
appropriate assistant secretary, or the senior advisor.

Shall monitor and ensure that departmental system designs and applications are
consistent with the ITS, the Office of the State CIO and DHHS IT policies, procedures,
standards and requirements. DIRM shall ensure that project management methodology
and consistent technical standards are developed, maintained, and followed in the design
and implementation phases. DIRM shall use the S.L. 2004-129 (Senate Bill 991)
reporting requirements and the DHHS IT policies and procedures in approving or
denying IT projects and operations. This review process must also take into
consideration the maintenance and ongoing operational costs of the system or change.
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12.

13.

14.

15.

16.

17.

18.

Shall serve as the department’s principle liaison with ITS. DHHS divisions/offices shall
be involved in the communication with ITS to ensure that the business needs of the
respective divisions are represented. As the principle liaison, DIRM shall establish
mechanisms to gather from and distribute to DHHS divisions and offices information to
achieve effective and efficient departmental IT operations and support.

In partnership with DHHS divisions and offices, DIRM shall provide consultation,
technical assistance and oversight for HIPAA (Health Insurance Portability and
Accountability Act) implementation and oversight. DIRM shall designate a DHHS
Privacy Officer and DHHS Security Officer.

Shall consult with and keep the secretary, the deputy secretary, the appropriate assistant
secretary or the senior advisor informed on all priority issues related to the impact of
new technology, the delivery of automation services, and the operation of automated
systems within the department. DIRM shall serve as a principal voting member on the
DHHS Information Technology Governance Committee (ITGC) and shall provide staff
support to the ITGC.

Shall implement a process to receive, review and approve/deny waivers to adherence to
DHHS IT policies, procedures, standards and requirements. The process shall be a
DHHS policy.

Shall provide a clearinghouse for used departmental hardware and software assets to
determine if the assets have any departmental use before surplusing. DIRM shall
develop procedures for the DHHS divisions and offices to follow when surplusing or
disposing of hardware or software to ensure DIRM’s inspection of potential surplused
assets.

Shall be responsible for the development, coordination and maintenance of an automated
or physical inventory of all DHHS IT assets. This inventory is intended to supplement
and not replace the DHHS Controller’s Office Fixed Asset responsibilities. DHHS
divisions and offices shall provide assistance and cooperation to DIRM as requested to
develop and maintain this IT inventory.

The director shall be responsible for ensuring that the division is familiar with and
adheres to the department’s policy and procedures manual.

This delegation of authority shall not deprive the secretary from performing, in lieu of the
director of the DIRM, any of the acts set forth above. This delegation of authority may be
amended or withdrawn by the secretary at any time and without notice. This delegation of
authority shall not apply to any action, which by law, state policy, or NC Governor’s Executive
Order, may only be executed by the secretary.

APPROVED
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Dempsey Benton, Secretary
Department of Health and Human Services
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